
Appendix F - Online safety policy guide - Summary of key parent/carer responsibilities

The school provides online safety information for parents/carers, through the website, in
newsletters and at events. It is important that parents/carers understand their key role in
supporting children to behave appropriately and keep themselves safe online.

The online safety policy, supported by its acceptable use agreements, is intended to protect the
interests and safety of the whole school community.

● Parents/carers are required to support their child in understanding and signing the
Online Safety Acceptable Use Agreement for pupils.

● Parents/carers may only use personal mobile phones and devices in designated areas
of the school unless otherwise informed, e.g. for specific events and activities.  Under no
circumstance should images be taken at any time on school premises that include
anyone other than their own child, unless there is a pre-specified agreement with
individuals and parents/carers.  When a parent/carer is on school premises but not in a
designated area, their phone/s must be switched off and out of sight.

● Parents/carers should not assume that pupils can bring technological devices to school
and should always check the school policy.

● All cyberbullying incidents affecting children in the school should be reported
immediately.  (If the incident involves an indecent image of a child the report must also
be made immediately to the police for your own protection.) The school will investigate
and respond to all reported cyberbullying incidents, liaising with others where
appropriate.  No reply should ever be sent to the sender/poster of cyberbullying content.
If applicable block the sender and report abuse to the site. Evidence should be retained
and shown in school and/or to the police.  Evidence should not be forwarded.

● The school may choose to set up social media sites, blogs or have some other online
presence in its own name.  Parents/carers, however, do not have the right to set up any
site, page, chat group or any other online presence that uses the school name or logo in
any form.

● Any parent/carer, distressed or concerned about an aspect of school should make
immediate contact with a member of staff rather than posting their concerns online.
Parents/carers should not share school related information or images online or post
material that may bring the school or any individual within it into disrepute.  Negative
postings about the school would impact on the reputation of the whole school community.
Parents/carers are encouraged to report breaches so that we can protect the reputation
of the school, staff, pupils and parents/carers.

Please see the full online safety policy in the policies section on the school website.



Appendix G - Guidance on the process for responding to cyberbullying incidents

All cyberbullying incidents should be reported and responded to.  Where the perpetrator is
a member of the school community the majority of cases can be dealt with through
mediation and/or disciplinary processes.

The following procedures are recommended:

● Never reply to the sender/poster of cyberbullying content.  If applicable, block the
sender.

● Incidents should be reported immediately.  Pupils should report to a member of staff
(e.g. class teacher, headteacher) and staff members should seek support from their
line manager or a senior member of staff.

● The person reporting the cyberbullying should save the evidence and record the time
and date.  This evidence must not be forwarded but must be available to show at a
meeting.  Under no circumstances should indecent images of children and young
people be printed or forwarded as this is a further criminal act.  Staff should not ask to
see the evidence of reported indecent images of children or young people but must
refer this immediately to the police.  Any member of staff being shown such evidence
should immediately inform their line manager or the headteacher so that the
circumstances can be recorded.

● A senior member of staff will meet with the person who has reported the incident and
the target, if different, to listen, reassure and support.  All relevant facts will be
reviewed and documented.

● A senior member of staff will conduct an investigation.

● Anyone found to have cyberbullied will have attention drawn to the seriousness of their
behaviour and if necessary the police will be involved.  If the comments are
threatening, abusive, sexist, of a sexual nature, constitute a hate crime or are libellous
they may well break the law. Online harassment and stalking is also a crime.

● Once evidence has been secured then the person who has cyberbullied will be
requested to remove the offending comments/material.  Any refusal will lead to an
escalation of sanctions.



Appendix H - Guidance for staff on preventing and responding to negative comments on
social media

The school should make it clear which, if any, social media platforms are used to
communicate with parents/carers.  If used correctly, parents can use a school’s social media
site as a source of reliable information.  The online safety policy, see especially Appendix F
(Online safety policy guide - Summary of key parent/carer responsibilities), clarifies that no
other social media platforms should be set up using the school’s name or logo.

The school should regularly reinforce with all parties that discussion of school issues on social
media platforms, either positive or negative, should not take place as this could bring the
school into disrepute and affect families and children.  Parents should be encouraged to be
good online role models and not post statements written in anger or frustration.  Identified
routes to raise concerns directly with the school should be used.

If negative comments are posted:

● Collect the facts

As soon as you become aware of adverse comments relating to the school you need
to establish what is being said.  It is essential that if you have access to the postings
they are secured and retained together with any other evidence.  Do not become
engaged in responding directly.

If the allegations against a member of staff or a pupil are of a serious nature, these
will need to be formally investigated.  This may involve the police and the
headteacher will need to follow the school’s safeguarding procedures.

If there is a risk of serious damage to the school reputation or the reputation of
individual members of staff, professional legal advice should be sought.

Adverse comments of any kind are highly demotivating and cause stress and
anxiety.  It is important that the senior staff reassure and support all staff and/or other
affected members of the school community.

● Addressing negative comments and complaints

Contact the complainants and invite them to a meeting.  In the meeting, make sure
you have any evidence available.



The meeting must:

● Draw attention to the seriousness and impact of the actions/postings;
● Ask for the offending remarks to be removed;
● Explore the complainant’s grievance;
● Agree next steps;
● Clarify the correct complaints procedures.

If the meeting does not resolve the issue, the parents must be informed that the
school will need to take the matter further. This may include:

● Reporting the matter to the social network site if it breaches their rules or breaks
the law;

● Reporting the matter to the police if it breaks the law, e.g. if the comments are
threatening, abusive, malicious, sexist, of a sexual nature, constitute a hate crime
or are libellous they may well break the law.  Online harassment and stalking is
also a crime.

If inappropriate postings continue or the original material is not removed, a second
meeting is advisable to re-iterate the seriousness of the matter.



Appendix I - Online safety incident reporting form

Any member of the school community can raise a concern about an online safety incident. If you have witnessed
or experienced an incident please complete the form below to help us to address the issue. It is important that
you provide as much detail as possible.  Once completed please hand this report to Mrs Melidoro..

Name of person reporting incident:

Signature:

Date you are completing this form:

Where did the incident take place: Inside school? Outside school?

Date of incident(s):

Time of incident(s):

Who was involved in the
incident(s)? Full names and/or contact details

Children/young people

Staff member(s)

Parent(s)/carer(s)

Other, please specify

Type of incident(s) (indicate as many as apply)

Accessing age inappropriate websites, apps
and social media

Accessing someone else’s account without
permission

Forwarding/spreading chain messages or
threatening material

Posting images without permission of all
involved

Online bullying or harassment (cyber bullying) Posting material that will bring an  individual
or the school into disrepute

Racist, sexist, homophobic, religious or other
hate material Online gambling

Sexting/Child abuse images Deliberately bypassing security

Grooming Hacking or spreading viruses
Accessing, sharing or creating pornographic
images and media Accessing and/or sharing terrorist material

Accessing, sharing or creating violent images
and media Drug/bomb making material

Creating an account in someone else’s name
to bring them into disrepute Breaching copyright regulations

Other breach of acceptable use agreement, please specify



Full description of the incident

What, when, where, how?

Name all social media involved

Specify: Twitter, Facebook, Whatsapp, Snapchat, Instagram etc

Evidence of the incident

Specify any evidence available but do not attach.

Thank you for completing and submitting this form.



Appendix J - Online safety incident record

Name of person reporting incident:

Date of report:

Where did the incident take place: Inside school? Outside school?

Date of incident(s):

Time of incident(s):

Who was involved in the
incident(s)? Full names and/or contact details

Children/young person

Staff member(s)

Parent(s)/carer(s)

Other, please specify

Type of incident(s) (indicate as many as apply)

Accessing age inappropriate websites,
apps and social media

Accessing someone else’s account without
permission

Forwarding/spreading chain messages or
threatening material Posting images without permission of all involved

Online bullying or harassment
(cyberbullying)

Posting material that will bring an individual or the
school into disrepute

Racist, sexist, homophobic, religious or
other hate material Online gambling

Sexting/Child abuse images Deliberately bypassing security

Grooming Hacking or spreading viruses

Accessing, sharing or creating
pornographic images and media Accessing and/or sharing terrorist material

Accessing, sharing or creating  violent
images and media Drug/bomb making material

Creating an account in someone else’s
name to bring them into disrepute Breaching copyright regulations

Other breach of Acceptable Use Agreement

Other, please specify



Full description of the incident

What, when, where, how?

Name all social media involved

Specify: Twitter, Facebook, Whatsapp, Snapchat, Instagram etc

Evidence of the incident

Specify any evidence provided but do not attach

Immediate action taken following the reported incident:

Incident reported to online safety  Lead /DSP/
/Headteacher

Safeguarding advice sought, please specify

Referral made to HCC Safeguarding

Incident reported to police and/or CEOP

Online safety policy to be reviewed/amended

Parent(s)/carer(s)  informed please specify

Incident reported to social networking site

Other actions e.g. warnings, sanctions, debrief and
support
Response in the wider community e.g. letters, newsletter
item, assembly, curriculum delivery

Brief summary of incident,
investigation and outcome
(for monitoring purposes)



Appendix K - Online safety incident log

Summary details of ALL online safety incidents will be recorded on this form by the online
safety lead or other designated member of staff. This incident log will be monitored at least
termly and information reported to SLT and governors.

Date
&

time

Name of pupil or
staff member

Indicate target (T) or
offender (O)

Nature of incident(s) Details of incident
(including evidence)

Outcome
including action

taken



Appendix L – Safeguarding and remote education during coronavirus (COVID-19)

Useful resources
Below are resources (please note not an exhaustive list) to help schools manage and risk assess any
remote teaching and working.

Government guidance on safeguarding and remote education

https://www.gov.uk/guidance/safeguarding-and-remote-education-during-coronavirus-covid-19

The Key for School Leaders -  Remote learning: safeguarding pupils and staff

https://schoolleaders.thekeysupport.com/covid-19/safeguard-and-support-pupils/safeguarding-
while-teaching/remote-teaching-safeguarding-pupils-and-staff/?marker=content-body

NSPCC Undertaking remote teaching safely

https://learning.nspcc.org.uk/news/2020/march/undertaking-remote-teaching-safely

LGfL Twenty safeguarding considerations for lesson livestreaming
https://static.lgfl.net/LgflNet/downloads/digisafe/Safe-Lessons-by-Video-and-Livestream.pdf

swgfl Remote working a guide for professionals
https://swgfl.org.uk/assets/documents/educational-professionals-remote-working.pdf

National Cyber Security Centre Video conferencing. Using services securely
https://www.ncsc.gov.uk/files/vtc_infographic.pdf

https://www.gov.uk/guidance/safeguarding-and-remote-education-during-coronavirus-covid-19
https://schoolleaders.thekeysupport.com/covid-19/safeguard-and-support-pupils/safeguarding-while-teaching/remote-teaching-safeguarding-pupils-and-staff/?marker=content-body
https://schoolleaders.thekeysupport.com/covid-19/safeguard-and-support-pupils/safeguarding-while-teaching/remote-teaching-safeguarding-pupils-and-staff/?marker=content-body
https://learning.nspcc.org.uk/news/2020/march/undertaking-remote-teaching-safely
https://static.lgfl.net/LgflNet/downloads/digisafe/Safe-Lessons-by-Video-and-Livestream.pdf
https://swgfl.org.uk/assets/documents/educational-professionals-remote-working.pdf
https://www.ncsc.gov.uk/files/vtc_infographic.pdf

